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Approach | : Computer Vision

“@“
P(Detection) << 1
— .
P(False Alarm) high
Lots of computation
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Approach Il : RFID

P(Detection) high
P(False Alarm) zero
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= Tags are ‘handles’ for physical things in the virtual world.

= Today, tags provide identity
= Everything will have tags
= Everyday objects, people, robots, pets, physical spaces...
= In the future, tags will provide identity, state, and location

= Tags will talk to each other

= Close the loop: add computation, display, and actuation

identity
state
location

computation
display
actuation

Smart Things!
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= Object {4} At {1m,6320°} Is
{Dog}
m Properties {Dog} {

Autonomous && Is _Alive &&
Is _Valuable &&
Creates_Dirt &&

Roomba Quiet && Avoid{2m}
&& If Chased{Hide} }

2
|

Object {1} At {0.1m,45°} Is {0Oil Can}
Object {2} At {0.1m,90°} Is {Bottle}
Object {3} At {1.0m,270°} Is {Human}
Properties {0il Can} {
Mobile Object && Contains{Robot 0il} &&
Keep Upright && Is Flammable }
Properties {Bottle} {

Mobile Object && Not Alive &&
Currently Contains{Milk} && Keep Upright
&& Temp Max{10C} }
Properties {Human} {
!Eat {Robot 0Oil}...
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Every tagged object becomes a packet.

Objects can be routed by the network VA
(packet switching) /
Or objects can follow state left in the Frenic basket
. . 1 head. ..
environment by other objects oanes
. ] Grassé, P.-P. La reconstruction du nid et les
(swarmlng) coordinations interindividuelles- La théorie de la
stigmergie, Insectes Sociaux 6: 41-84 (1959)
= Brooks, R. A. Intelligence without Reason,

Proceedings of 12th Int. Joint Conf. on Artificial
Intelligence, Sydney, Australia, August 1991, pp
569-595.
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- RFID Today: “Identification Focused”

ACCQSS e Passive, Proximity Technologies
eD
Control and 00T enry

e Contactless Smart Cards and Ticketing

Payment e Livestock Management
AUtomath e Long Range, Semi-Passive Transponders
TOI | | ng e EZ-Pass and Title 21 Tolling
e Retail
|nve ntO ry e Wal-Mart / Sam’s, Metro, Marks &
Spencer
Ma nagement e Manufacturing and Industrial Sectors
e Boeing

L
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"~ RFIDinthe Near Future

e Proximity Technologies
Access Control and « Door entry
payment e Contactless Smart Cards (MIFARE)
. e Livestock Management

Automatic Toll _ _
e EZ-Pass and Title 21 Tolling

Payment
¢ Retail
Inventory e Wal-Mart / Sam’s, Metro, Marks & Spencer
Management e Manufacturing and Industrial
¢ Boeing

e Time, Temperature [Opas. et al., 2006]

Wireless Sensing e HF Biomedical [Fotopolous and Flynn, 2006]
e UHF Pressure, Temp. [Sample, 2009]

e RTLS for Inventory

Localization ® Machine Perception
¢ Localization and Mapping [Burgard '05]
Perception e Pose Estimation [Deyle, Reynolds ‘08]

e Object Manipulation [Deyle, Reynolds "09]
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- What can we learn from passive RFID?

Passive RFID Technology Spans Electromagnetic Domains
LF (Near-Field / Inductive Coupling)
HF (Near-Field / Inductive Coupling)
UHF and Microwave (Far-Field / Backscatter)

Focus on Microwatts, MIPS, and MEMS

Power Harvesting
LW-Computing
HLW-Communication
Integrated Sensing

7 gl

Reflected Power

12/15/11 Passive RFID system



Improvement multiple since 1990
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CPU
MIPS
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Battery
Energy
Density

19%9 1994 1934 1935 1988 2000 2002
Year

Batteries Don’t Follow Moore’s Law.

[Paradiso & Starner, 2005]
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© Power Harvesting Liberates Computing

12/15/11

Power Harvesting from Human Motion

b Al Feldmeier, 2001]
~— \ e Biomedical sensors that live as long as their host

e Battery-free RFID pushbutton, 15m range [Paradiso and

Vibrational Power Harvesting

* 400—600 W (Avg.) [Roundy et al., 2005]

e Structural & Machine Health Monitoring
e [Pisano et al., 2005]

Electromagnetic Power Harvesting

e Directed Beams (kW from space)

e Inductive coupling, resonant and non-resonant
e \WIiSPs [Sample et al, 2008]
e Passive DTV: 60 uW at 4 km [sample and Smith, 2009]

— & Thermal Power Harvesting

- -
L

S = /7 Seiko Thermic wristwatch (~2uW)

i st
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- Microwatts, MIPS, and MEMS

New Forms of Sensing, Computing, and Actuation
Physical layer design + optimization
On-chip sensors and actuators
Tag localization
RFID aided perception

Robotics + biomedical instrumentation applications

Dragonfly carrying UHF tag Tagged object localization and fetching
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Forward Link:

Reader Passive: Power & Commands Tag
Semi-Passive: Commands <
<
=2
Internet @ O > S % o %
S o A L < : 3 g ||z 3
3] O m Return Link: @ 11 12
© Passive: Modulated backscatter = =
Semi-Passive: Modulated backscatter

\ J
Y

Communication ! !

Channel

! Tag Population

Engineering Challenges:
* Indoor channel (multipath)
= Spectral reuse (dense reader / dense tag environments)
“ Full-duplex operation — simultaneous TX and RX

= Jammer immunity (self-jammer as well as external jammer)

December 15, 2011 13



Incident power at Tag vs Distance

= Power Budget — . —
s (Friis model) 915.250MHz —
T wopW@om = I W% i) 15 ssoms yeol
“ 10 pW@ 20m % | | is; {meas) 927.750MkHz VPol
= Real environments have = =} A s L
lots of multipath 2 of 7RI .
= Polarization diversity | "3 | |
helps ol |
25 o = “ a a i
0 1 2 3 £ 5 6 7

Reader-Tag Distance (m)

P GTXGRX)LZ (Free space model)
= Need techniques for 4 71>

computing with
unreliable power

[K. Fu, W. Burleson, UMass Amherst]

12/15/11 14



* Reflective objects have a radar

Incident
cross section o E- ﬁe'd )))
2

= lim | 47d* =%
\E )

d— ©
. _ Scattered
= Dimensions of RCS are area (m?)  E£-field
but RCS is not a physical area! "

“ The radar equation can be used
to estimate backscattered signal
power:

b _ P.G,G,Xo 1
" (4m)’'d* d*
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Prx }
Reader +30dBm Transmit
- (US FCC)
Transmitter Antenna
Gqy = 6dBi
Tag
path 10552 !
Differential radar
Received cross section (DRCS)
- 2
Receiver p Receive
RX, Tag Antenna )
G.. ~ 6dBi Passive Tag Example
RX

At d = 18.5m (forward link limit, US),

Ao = 0.05 m?

P =-94 dBm

2 RX,Tag
P.G,. G, A AC -
PRX Tao — 3 Semi-Passive Tag Example
145 (4.77:) d4 d = 100 m (claimed range of some SP tags, US)
Ao = 0.05 m?

December 15, 2011

Pextag = -123 dBM
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Reflective
,Objects

Reader Prx

. p
Transmitter ah

OSS P[

Tag Population

anoss Pl ! ! !

Self-Jammer
Isolation ISO

Received y
Reader  Signal +
Receiver Interference

+ Noise

Pa

J

Pextow =  Prxmae  +(Prx_iso) + E Pry _gppr 10
V B 4

Signal of Interest Interference+ Noise
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Receiver

No Battery

- Cmod
?I—O TXD

Backscatter
Modulator

Protocol
Logic

(FSM)

Small
EEPROM
array

128b -
16KB

Tag IC

Tags receive ASK from reader
= Simple, low power envelope detector

Tags transmit ASK or PSK via modulated backscatter
» Backscatter moves complexity from tag to reader

December 15, 2011

Passive tags derive power from incident RF to operate internal logic

= -20dBm (10uW) is current state of the art for Gen 2 passive tags
* Close to practical limits for CMOS logic




Data ! >—0 RXD
' ' T,
T Receiver

C

; - mod
—Q TXD
? Backscatter
Modulator

r—o vdd
Battery

v

Typically
Protocol Large
Logic — EEPROM
array
FSM
Or MCU
Tag Circuit

Semi-passive tags use battery power to run their logic
Potentially much longer read range

Tags receive ASK from reader
Simple, low power envelope detector

Tags transmit ASK or PSK via modulated backscatter
Backscatter moves complexity from tag to reader

Readers for semi-passive tags need much better sensitivity due to longer range.

December 15, 2011 19




= Wireless Identification and Sensing Platform ismitn, 2005

= Concept: Passive RFID with a general purpose computing element

= Applications: Sensing, crypto, protocol design, etc
= Inexpensive prototyping of new RFID concepts

Sample et al, “Design of an RFID-Based Battery-Free Programmable Sensing
Platform”, IEEE Transactions on Instrumentation and Measurement, Vol. 57, No. 11,

12/15/11 Nov. 2008, pp. 2608-2615. 20



~ WiSPsatDuke

= Exploring the WISP design space

= Novel Actuation Components

= Piezoelectric speaker -> Piezo motors
* Planar omnidirectional antennas
= High data rate QAM backscatter modulation
* Custom RFIC - WiSP companion chip for

microcontrollers —
é . (e
® Gain e Microcontroller
e Impedance * Efficiency * Sensors
* Modulation e Power Output e Actuators

12/15/11 S 21



= WIiSP + piezo actuator for Antenna
construction site safety

Power
= Reader mounted to heavy o | Sound.

construction equipment { ' _: |
= WISP in hard hat %MD | (re—

Bxlxmv? micopcessor | |

= Passive operation allows 5 A
unlimited lifetime- no
batteries to fail

4 g e g A )
iml ol B8y 5 4

12/15/11 [Thomas, Teizer, Reynolds, 2010] oL,



= Crossed Dipole

* Requirements o L= shoeono

= No Battery
= Rugged, planar PCB antenna

= 8cm x 8cm or smaller

* Integrated matching network

M . S Measured
= Maximize bandwidth 150 = L =750

Pattern

Crossed
Dipole Ant.

12/15/11 [Thomas, Teizer, Reynolds, 2010] 23



= Selecting operating point is critical in any RFID tag
= This is especially hard to do in a WiSP

= Charging reservoir capacitor most of the time
= Sleep current vs MCU current vs actuator current

Best Stage Choice
Efficiency Delivered to 85k Load -2 ‘ w w — w w
045 ‘ 2 Stage ‘ —o— Max. Efficiency at 1.8 V Output
4+
H 12 Stage
:
a
S —
2 &
- 2
g =
o
g
=] _ 10
j=3 Stage
-
o 4 Stage
:3 Stage -2r 5 Stage 6 Stage |
| 2 Stage
1 Stage
. O T T T T S T Y P T 0 7 [ L O IS, B LT S P, AT . R LT _ i i i i i i
=30 .25 220 -15 -10 -5 0 5 10 s 100 200 300 400 500 600 700

Load [kQ]
Input Power [dBm]

ADS simulations confirmed by measurement at
3,4,5 stages
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"~ WiSPCompanionRFIC

= MOSIS / AMI o.5u-> 18onm Passive Analog Front End
= Support General Purpose Microcontroller: TI MSP430

= Flexible protocol + sensor development

= Extensive development tools
= Partial Gen2 implementation available from Intel

= RFIC reduces WiSP complexity vs discrete AFE
* Include QAM backscatter modulation

—»{ Sensor <€

Antenna

»| Actuator
Matching - Power . Voltage v

Network Harvesting Lt Regulator

A It

l > Microcontroller
I
f

Modulation <€ |

[ |
F ) ‘..-!!!!!‘E?!?ff“
4 3 3

Microcontroller

Sensors
Actuation
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“OpEc ACKSCAtter LINKsS

Today’s RFID designed for small IDs or

user memory blocks

Example: ISO18000-6¢ (Genz)
ASK or PSK (2 states), Up to 640kbps

Multi-state (QAM) backscatter sends
multiple data bits per on-chip clock
Utah Array Fig: Harrison, R.R., "The Design of Integrated

Neurote]emetry arrays require a much faster Circuits to Observe Brain Activity," Proceedings of the
. IEEE, vol.96, no.7, pp.1203-1216, July 2008
link (> 5 Mbps)

QAM backscatter yields 2x to 4x power-
bandwidth product improvement

Command
demodulator MSP430 MCU Piezo beeper

4-QAM

modulator
12/15/11 26



= UHF RFID can label almost any object
= Dragonfly mass: 10omg - 30o0mg depending on subspecies
Liftoff capacity: 1x - 3x body mass
Passive tag mass: 75mg including antenna
Attachment method: beeswax
Fuse ID from RFID with optical tracking

12/15/11 27



RFID tfor Machine Perception

RFID ofters “Sight Beyond Light”

UID for semantic labels of places and things
Essentially zero false-positive rate
Read around and through some obstacles
Distinct near-field and far-field behavior
Near-field: grasping objects
Far-field: sensing objects from across a room
Challenges

Building semantic databases

Treating readers and tags as sensor systems
Taming multipath propagation
Fusing RFID with other sensors
Computational efficiency

12/15/11
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